As more companies rely on trade secrets for competitive advantage,
misappropriation of those assets hurts them in the marketplace by empowering
competitors who have not invested the money and sweat needed to create
them. Trade secret theft can also demoralize company sales, R&D and other
employees who helped create trade secrets only to have a former employee or
business partner, now a competitor, unscrupulously seek to profit from their
labor. And, in a global economy where electronic tools accelerate productivity
and innovation, trade secret theft can happen in a flash.

Companies need a program to deter and limit trade secret misappropriation.
Counsel and key stakeholders and experts, such as IT, Security, Finance and
HR, should be involved in developing the program. A good program reduces
risk of loss. If there is a loss nonetheless, it puts the Company in the best
position to go to civil court to stop wrongdoers from using and profiting from
stolen trade secrets. In other words, build a program that dovetails with legal
enforcement frameworks.

Trade secret theft in the United States is believed to cost the economy billions
of dollars each year. Federal law predominates on criminal recourse. The
Economic Espionage Act (EEA) and the Computer Fraud and Abuse Act
(CFAA) criminalize global trade secret theft and thefts involving unauthorized
computer access. Federal prosecutions tend to be in high-profile and major theft
matters, and some courts have declined to convict former employees under the
CFAA because they were authorized to access the Company’s computers as
part of their job (albeit not for an improper purpose) at the time. On September
17, 2014, the Judiciary Committee of the U.S. House of Representatives
approved The Trade Secrets Protection Act of 2014, H.R. 5233, which would
amend the EEA to create a federal civil remedy for the misappropriation of trade
secrets.

Nearly every state has enacted the Uniform Trade Secrets Act (UTSA) or a
close version of it. The UTSA defines what a trade secret is and provides civil
remedies of injunctions, damages and other recovery. When a company sues
over trade secret misappropriation, the UTSA is the necessary touchstone. And,
it is helpful to be thinking in advance about how to persuade a court to, for
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example, issue an injunction to stop the use of, and profiting from, stolen trade
secrets.

With that in mind, what are the key elements of a trade secret protection
program?

The UTSA defines a trade secret as information, including a formula, pattern,
compilation, program, device, method, technique or process that: (a) has actual
or potential economic value from not being generally known to the public or to
other persons who can obtain economic value from its disclosure or use; and
(b) is the subject of efforts that are reasonable under the circumstances to
maintain its secrecy.

In other words, is it secret and is the company treating it like a secret?

A good starting place for companies to evaluate their proprietary information is
to answer three questions.

First, what information, if taken and used by a competitor, could seriously
damage the business or give the competitor an unearned windfall by not
having to develop the information on its own? The more narrowly a company
defines its trade secrets, the more likely a court will be persuaded. Some courts
are skeptical of claims of trade secrets that look so all-encompassing and
overbroad that the volume distracts from protection of the “real” trade secrets
the company cares about most. Don’'t overlook “negative information,” such as
the results of lengthy and expensive research proving that a certain process will
not work, which could be of great value to a competitor.

Second, in reality, is the information generally available to others, common
industry practice, or outdated? If it is relatively easy to recreate, or reverse
engineer, it is probably not a trade secret.

Third, if it is a trade secret, how much time and money will the company spend
(or has it spent already) to develop the information? Developing this record and
updating it periodically will reduce the kind of “scrambling” to assemble the
information that sometimes occurs when there is immediate urgency to seek an
injunction. This may appear to be an unnecessary burden; but, this record could
also have a valuable interim business purpose of helping enhance company
value for financing, M&A transaction, insurance or other business purposes.
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Identifying the trade secrets is not enough. The company must maintain
reasonable efforts under the circumstances to maintain secrecy, though not an
impenetrable fortress. The baseline is that all personnel who may come into
contact with trade secrets (or confidential information which might not rise to the
level of trade secrets) should be required to sign a non-disclosure agreement.
Require this as a condition of initial hire and maintain a copy signed by both
company and employee that can be accessed easily. Include a provision that
requires return of all company property upon end of employment. Update
employee handbooks by including confidentiality and social media policies, and
limiting employees’ expectation of privacy in their use of the company's
computers, phones and work areas. Use pre-hire background checks to identify
applicants whom the company lawfully ought not to hire in the first place.

Next, identify and limit access to each type of trade secret to individuals or work
groups who need to know the information to function and perform well in their
job. Compartmentalize and limit physical and electronic access to only those
who need to know the particular information. These “need to know” barriers
tend to be the most practical and effective measures to protect information.
Methods include, labeling “trade secrets” as such, installing layers of computer
password-protected access with warning screens reminding employees of their
confidentiality obligations, adding time-out functions on inactive computers,
restricting the ability to print or copy files, inserting codes into sensitive files and
documents that restrict access and permit tracking of their use, imaging key
employees’ workstations and laptop hard drives routinely, electronically purging
deleted files that contain trade secrets, formatting hard drives before disposing
of old computers, adding the ability to remotely wipe out data from company-
owned laptops and phones of exiting employees, installing physical barriers
such as locks on doors and drawers, requiring identity and access badges, and
shredding paper trash. Include lawful monitoring of networks, workstations and
laptops to detect and make a record of, among other things, attempted
downloads, file transfers and usage of trade secrets.

In 2013, by Executive Order of the President, the National Institute of Standards
and Technology was directed to develop a voluntary framework based on
existing standards, guidelines and practice for reducing cyber risks to critical
infrastructure.  (See, http://www.nist.gov/cyberframework/#). This framework
can be helpful to IT teams to protect companies from external and internal
threats.

Social media, such as LinkedIn, Facebook, or Twitter, now impact the way
many businesses interact with its customers and stakeholders. Many
companies encourage marketing and sales personnel, for example, to leverage
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social media to promote the company and to interact with existing customers
and prospects. Yet that may dilute a company’s claim that the identities of its
customers and their decision makers are trade secrets. In some industries, that
information is widely known anyway; but, in many industries, that information
can be difficult to come by and may rise to trade secret level. Companies should
evaluate the business utility of social media and then develop policies and
employee agreements. Issues include: whether the company will permit use of
social media for business purposes, acknowledgement that all social media
content developed on the job or with company resources or confidential
information is company owned, what information can and cannot be included on
social media, required settings on social media accounts for who can have
access to the information, and deletion of information when the employee’s
employment ends.

In the best case, the only permitted social media use is on company owned
accounts. This can help solve several issues, including potential thorny legal
ones involving employee privacy and other rights. In many states, for example,
it is illegal for employers to require that its employees permit them access to
personal social media accounts. In addition, the National Labor Relations Board
has been quite active in challenging companies who limit employee
communications or “concerted action” about wages and working conditions.
Legal care should be taken in drafting policies and agreements that, while
designed to protect confidential information and trade secrets of a company, do
not run afoul of employee rights.

Smartphones, tablets and laptop computers are staples of business today. For
company-owned devices, companies generally can prohibit personal use,
access the device to search in-person or by remote and, if the device is lost, the
employee is suspected of wrongdoing, or leaves the company, information on
the devices can wiped-out remotely. The prevalence of companies who permit
use of employee-owned devices for business purposes raises employee privacy
and other legal issues affecting a program for protection of business and trade
secret information. With the help of counsel, company policies and agreements
should deal with these issues. For example, prohibit use of non-approved apps
to convey company information, implement security measures on devices,
obtain written employee consent as a condition of employee access to the
company’s systems and information. This consent should include that the
company can access the device, and can remote-wipe all information on the
device, under certain business-reason circumstances. Consider a requirement
for “sandboxing” software that segregates business information on the devices
from personal information.
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Interview every employee and ask them to sign an acknowledgment of
continuing confidentiality obligations. Even if they do not sign, provide an extra
copy of the confidentiality agreement with a letter saying you expect them to
abide by it and that they should show it to their next employer. Require return of
company property, including equipment and documents. For key employees,
routinely retain records that may evidence that employee’s activities while
employed, including computer hard drives, phone data and contacts, building
and garage access logs, and expense reports.

Do not overlook non-employees in the program. Execute NDAs with business
partners and outsiders who may come into contact with company trade secrets
such as independent contractors, recycling and other vendors, IT and other
consultants, bankers, and in appropriate situations, customers. Scrub
presentations of company personnel to outsiders. Narrow company tours to
avoid access to trade secrets and confidential information.

When a theft is suspected, involve counsel and investigate it promptly and
thoroughly. When a key employee leaves, do the same. When investigation
reveals that trade secrets were taken and the company’s business is at risk,
take legal and other lawful protective action. Bear in mind that not taking action
may give an argument to the next violator that the company does not itself
believe it has trade secrets to protect.

Mark Terman is partner in the national law firm of Drinker Biddle & Reath,

LLP where he handles labor and employment litigation and counseling matters
for employers and their management. His litigation experience extends to trade
secret, unfair competition, wrongful termination, discrimination and sexual
harassment, fraud, wage & hour, and unfair labor practices. He counsels clients
in claim prevention, crisis situations, M&A issues, and hiring, policy, discipline
and termination matters.
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