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INSIGHT: SOCIAL MEDIA

HOW Can a f| Nna I’]CIa| mployee use of social media is a topic that can no longer be ignored, regardless of
i i . . where your business is based. Social media can be rewarding for businesses in terms of
IﬂStItUtIOﬂ pI’OteCt |tse|f marketing, brand recognition and the overall bottom line. However, many businesses are
increasingly concerned with the risks of and controls over their employees’ use of social
from |ega| eXpOSU re media. This is especially true for financial institutions that must comply with hundreds of laws
that, directly or indirectly, impact social media use.

related tO the use Of In fact, US financial institutions recently received some guidance from the Federal Financial

. i Institutions Examination Council (FFIEC) to raise awareness of their obligations under various
SOC|a| med Ia 7 A|eX federal laws regulating their conduct. This article considers the implications of the new FFIEC

guidance and also the approach jurisdictions other than the US are taking with regards to

Denny d ﬂd Stacey employee social media use.
Smiricky consider the  Evolution of social media

. Social media’s many forms make it difficult to define. In the words of the FFIEC, it is a “form of
reg u |atO ry g ul da nce on interactive online communication in which users can generate and share content through text,
. i images, audio, and/or video." This includes blogging sites, forums, photo and video sharing sites,
SOClal med Ia use virtual worlds and even social online games.

Regardless of definition, it is clear that social media has evolved at an impressive pace since
its humble beginnings as a computerized bulletin board system in 1978. Social media really took
off in the late 1990s and early 2000s with the debut of AOL Instant Messenger in 1997 and
Facebook and LinkedIn in 2003. The social media scene was further revolutionized in 2005 and
2006 when Myspace became the most popular social network and Twitter and YouTube were
born. Most recently, Google+, Tumblr and Instagram have also emerged as leading social media
platforms. Today, there are more than one billion Facebook users, more than 600 million Twitter

users and more than 225 million LinkedIn users. Social media is not going away any time soon.

Legal issues

Despite social media’s benefits in enabling companies to generate new business and provide
an interactive experience for customers, it can also raise many practical and legal issues. For
example, employers risk being held “vicariously liable” for employees’ actions on social media
platforms, such as uploading content which infringes a third party’s intellectual property or
posting defamatory, discriminatory or misleading content. Financial institutions in particular will
worry about employees disclosing material non-public information or colluding with others in
violation of insider trading laws.

In the United States, the laws getting the most attention are the National Labor Relations Act
(NLRA), anti-discrimination statutes (e.g. Title VII), privacy rights created by recently-enacted state
statutes, and Securities and Exchange Commission (SEC) regulations. For example, US businesses
are focused on the NLRA's effect on employee handbook policies. Employer policies should not
be so sweeping that they prohibit the kinds of activity protected by federal labour law, such as
the discussion of wages or working conditions among employees. Improper employee use of
social media use also may create liability under SEC regulations. Advisers must train employees on
proper use of social media, as well as monitoring social media use.

Employers are also using social media for recruitment, candidate screenings and employee
monitoring. This raises data privacy issues, particularly in the European Union, where Directive
95/46/EC restricts the processing by employers of personal employee data. Any such processing
must be fair and lawful and, in many cases, the employee must also consent to the processing
before it can be carried out. This is of particular relevance to more sensitive personal data
concerning racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union
membership, and health or sex life. Misuse of sensitive personal data can potentially lead to
claims against an employer for discrimination, unfair dismissal and harassment.

In addition, the European Convention on Human Rights grants individuals a right to
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privacy under Article 8 and a right to freedom
of expression under Article 10. This can

create issues where employers seek to justify
disciplinary action, or even dismissal, based on
private comments made by an employee on
social media outside working hours.

There is therefore a raft of federal, state and
international laws that could affect the use of
social media in the workplace. How should
financial institutions deal with these risks?

FFIEC guidance

In response to financial institutions becoming
more frequent users of social media, the
FFIEC published guidance (“the Guidance”) in
December 2013 “to address the applicability
of federal consumer protection and
compliance laws, regulations, and policies

to activities conducted via social media by
banks, savings associations, and credit unions,
as well as by nonbank entities supervised by
the Consumer Financial Protection Bureau
(CFPB)" . While the Guidance does not
impose any new requirements on financial
institutions, it attempts to clarify the
applicability of existing requirements and
make institutions aware of their obligations to
oversee social media use.

However, the Guidance is not entirely
helpful because it simply outlines that
financial institutions must manage risks
associated with all types of communications.
It identifies commonly-known risks (legal,
reputational and operational) and provides
an extremely long, yet non-exhaustive, list
of laws implicated in a financial institution’s
use of social media. The “risk management
programme” suggested in the Guidance
outlines what many companies already
know — it takes a village to comply with the
multitude of financial regulation laws enacted
in the United States. Frankly, the Guidance
provides nothing new in the way of social
media use guidelines and support.

In sum, the Guidance encourages proper
use of social media, a risk management
programme allowing a company to identify
and monitor risks, and training for employees
to ensure the company does not fall foul
of existing regulations. Yet, the Guidelines
are of little comfort to financial institutions
seeking detailed clarification of how existing
regulations will be interpreted in a social
media context.

European perspective

Many European jurisdictions have opted to
apply existing legal concepts to employee social
media use, rather than enacting new legislation
or formulating specific guidelines. Given the
novelty of how a lot of social media works,

COMPLIANCE

this means employers and employees alike are
often uncertain of their rights and obligations.

For example, in the UK there have been
a number of cases concerning whether an
employer can discipline and/or dismiss an
employee for inappropriate comments made
on social media. In general, the courts have
taken the view that comments made on social
media are not intended to be kept private. For
example, in Preece v JD Wetherspoons plc, a
pub manager was dismissed for making rude
and abusive comments on Facebook about
two customers. Although her comments
had only been addressed to a group of 40-
50 close friends, the Employment Tribunal
found that her comments were in the public
domain. However, the position is not always
so clear — in Taylor v Somerfield (unreported),
an employee was dismissed for posting a
YouTube video of colleagues fighting at work.
The Employment Tribunal concluded that the
dismissal was “unfair” for UK unfair dismissal
purposes as there was no clear association
with the employer and the clip had only been
viewed eight times. In light of this uncertainty,
employers are strongly advised to have a clear
social media policy in place.

There has been very limited social media
guidance specifically aimed at financial
institutions. In the UK, this has led to calls
for the financial services regulator, the
Financial Conduct Authority (FCA), to release
guidelines to clarify the use of social media
by financial institutions. In the UK, if a person
in the course of business invites or induces
another to engage in investment activity, this
is considered a financial promotion within
s21 of the Financial Services and Markets Act
2000 (FSMA). Any such communication is
prohibited unless communicated or approved
by an authorised person (or unless it falls
within a specified exemption). Breach of
the financial promotions rules is a criminal
offence. This is of particular concern to
financial institutions as an employee could fall
foul of the rules relatively easily by advertising
or even discussing an investment opportunity
on social media.

However, the FCA has already stated that
its rules are applied in a “media-neutral”
way and that the focus is on the content
of the financial promotion, rather than
the medium used to communicate it. Any
guidelines are therefore likely to reiterate the
law and highlight existing areas of concern
for financial institutions. Like the Guidelines,
this may be of limited use to companies which
already have to comply with numerous laws
and regulations.

Practical considerations

The logical question is; how can a financial
institution protect itself from legal exposure
related to use of social media?

The Guidance outlines various steps
that can be taken. Practically, it is best for
a financial institution first to decide if and
how social media should play a role in its
operations. With that policy determination
in mind, every company should have a social
media policy in place. A comprehensive
social media policy can minimize future costs
by placing employees on notice as to what
content and behaviour is acceptable in using
social media. Careful consideration must
be given to the content of the social media
policy to ensure that the company’s position
towards social media use is appropriately
communicated, as well as ensuring that the
policy complies with the applicable state,
federal and international laws.

Regardless of which direction the
company decides to take with its approval or
disapproval of social media use, there should
be mandatory training for all employees on
the use of social media. There should also be
a process in place for prior approval of any
postings to prevent inappropriate or unethical
comments from being posted or confidential
information from being disclosed. The training
should describe social media and its uses
and outline which activities are subject to
the company’s social media policy. Employers
could also consider creating an open forum
where social media issues are discussed, as
employees are often confused about what
constitutes appropriate communication
concerning the institution. Also, many people
may not understand the permanency of
internet posts. Taking the time to educate
and discuss these issues can go a long way
towards protecting the company.

The hope would be that through a
well-drafted social media policy, adequate
training and education of employees, and
ongoing monitoring, employees will be better
equipped to understand the proper use of
social media and employers will be better able
to regulate its use. No amount of laws or state
guidance will do that.

Alex Denny, is Head of Faegre Baker
Daniels’ employment team in London and
Stacey Smiricky is a Partner in the firm's
labour and employment group in the US.



