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Household Redefined!

(k) h)"“Household” means a person or group of people who: (1) reside at the same address.

2) share a common device or the same service provided bv a business. and (3) are 1dentified

by the business as sharing the same group account or unique identifier-eccupying asingle

devethne.
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Collection Notices . .. Shortened?

(b) A business shall include the following 1n its notice at collection:

(1) A list of the categories of personal information about consumers to be collected. Each
category of personal information shall be written 1n a manner that provides consumers
a meaningful understanding of the information being collected.

(2) Foreachcategory-of personal-information—the The business or commercial purpose(s)

for which # the categories of personal information will be used.

(3) If the business sells personal information, the link titled “Do Not Sell My Personal

Information” or “Do Not Sell My Info” required by section 999.315(a). or in the case
of offline notices. the-web-addresstor where the webpage te-whieh+thnks can be

found online.

(4) A link to the business’s privacy policy, or 1n the case of offline notices, the-web
address-of the where the business’s privacy policy can be found online.
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Privacy Policies . . . Shortened?

d- Identify Collection-of Personal- Ilnformation1-—List the categories of consumers™
personal information the business has collected about consumers in the preceding
12 months. The netice categories shall be described written 1n a manner that
provides consumers a meaningful understanding of the information being

collected.
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But Disclosure and Sale still by Category of PI

e. Disclosure or Sale of Personal Information

1. 2—Identify Hist the categories of personal information, 1f any, that # the
business has disclosed for a business purpose or sold to third parties fora
business-or-commeretal-purpese in the preceding 12 months.

2. For each category of personal information i1dentified. provide the categories
of third parties to whom the information was disclosed or sold.

3. State whether ernet the business has actual knowledge that it sells the

personal information of minors under 16 years of age witheutaffirmative
author#ation.

faegre
7 Faegre Drinker Biddle & Reath LLp / faegredrinker.com drlnker/}



Who are Service Providers?

(a) To-theextentthata person-orentity A business that provides services to a person or
organization that 1s not a business. and that would otherwise meet the requirements and
obligations of a “service provider” under-Civil- Code section 1798 140() the CCPA and

these regulations, thatperson-orentity shall be deemed a service provider for purposes of the
CCPA and these regulations.

(b) To the extent that a business directs a persen-or-entity second business to collect personal
information directly from a consumer on the first business’s behalf, and the second business
would otherwise meet all-other the requirements and obligations of a “service provider”
under the CCPA and these regulations-Gavl-Codeseeton37981406A, thatperson-orentbty
the second business shall be deemed a service provider of the first business for purposes of
the CCPA and these regulations.
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What are Service Providers Allowed to Do?

audy : Aty A service rov1der shall not retain
use. or disclose Dersonal information obtamed 1n the course of providing services except:

(1) To perform the services specified in the written contract with the business that
provided the personal information:

(2) To retain and employ another service provider as a subcontractor, where the

subcontractor meets the requirements for a service provider under the CCPA and these
regulations:

(3) For internal use by the service provider to build or improve the quality of its services.

provided that the use does not include building or modifying household or consumer
profiles. or cleaning or augmenting data acquired from another source:

(4) To detect data securitv incidents. or protect against fraudulent or 1llegal activity: or

(5) For the purposes enumerated 1n Civil Code section 1798.145. subsections (a)(1)

through (a)(4).
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Personal Information isn’'t Personal Information when its not Personal
Information

§ 999.302. Guid R ling the Int ation of CCPA Definiti

(a) Whether information 1s “personal information,” as that term 1s defined in Civil Code section
1798.140, subdivision (o), depends on whether the business maintains information 1n a
manner that “i1dentifies. relates to, describes. 1s reasonably capable of being associated with.
or could be reasonablv linked. directlv or indirectly. with a particular consumer or
household.” For example, if a business collects the IP addresses of visitors to its website but
does not link the IP address to any particular consumer or household. and could not

reasonably link the IP address with a particular consumer or household. then the IP address
would not be “personal information.”

Note: Authority cited: Section 1798.185, Civil Code. Reference: Section 1798.140, Civil Code.
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Best Visual Effects

() €3Opt-Out Button-erlese
(1) The following opt-out button exrdeee may be used 1n addition to posting the notice of

right to opt-out, but not in lieu of any posting of the notice of right to opt-out.

(2) _When the opt-out button is used. it shall appear to the left of the “Do Not Sell My
Personal Information” or “Do Not Sell Mv Info” link, as demonstrated below, and
shall be approximatelv the same size as other buttons on the business’s webpage.

Do Not Sell My Personal Information

Do Not Sell My Info

(3) This opt-out button erlese shall link to a webpage or online location containing the
mformation specified in section 999.306(c). or to the section of the business’s privacy
policy that contains the same information.
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On the Cutting Room Floor . ..

the business s systems-ornetwerks—In responding to a request to know. a business 1s

not required to search for personal information if all the following conditions are met:

a. The business does not maintain the personal information in a searchable or
reasonably accessible format:

b. The business maintains the personal information solely for legal or compliance
purposes:

The business does not sell the personal information and does not use it for any
commercial purpose; and

0

d. The business describes to the consumer the categories of records that may contain
personal mmformation that 1t did not search because i1t meets the conditions stated
above.
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Data Brokers Only at this Afterparty

(d) If a A-business that does not collect information directly from consumers 1s registered with
the Attorney General as a data broker pursuant to Civil Code section 1798.99.80. ef seq. 1t
does not need to provide a notice at collection to the consumer 1f 1t has included 1n its
registration submission a link to its online privacy policy that includes instructions on how a

consumer can submit a request to opt-out. te-the-consumer—but-before+t-cansela
- onalinf onit shall do e the followine:
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Introducing... Industry Standards for Collection, Financial Incentive, and Opt-
Out Notices as well as for Privacy Policies

[The Notice shall]:

a. Use plain, straightforward language and avoid technical or legal jargon.

b. Use a format that draws the consumer’s attention to the notice and makes the
notice readable, including on smaller screens, if applicable.

c. Be available in the languages in which the business in its ordinary course provides
contracts, disclaimers, sale announcements, and other information to consumers in
California.

d. Be reasonably accessible to consumers with disabilities. Ata-mnnmum: For
notices provided online, the business shall follow generally recognized industry
standards, such as the Web Content Accessibility Guidelines, version 2.1 of June
5, 2018, from the World Wide Web Consortium, incorporated herein by
reference. In other contexts, the business shall provide information on how a
consumer with a disability may access the notice in an alternative format.
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(Golden) Global Privacy Controls

(d) €e-If a business collects personal information from consumers online, the business shall
treat user-enabled global privacy controls, such as a browser plugin or privacy setting,
device setting. or other mechanism. that communicate or signal the consumer’s choice to
opt-out of the sale of their personal information as a valid request submitted pursuant to
Civil Code section 1798.120 for that browser or device, or, if known, for the consumer.

(1) Anv privacy control developed in accordance with these regulations shall clearly
communicate or signal that a consumer intends to the opt-out of the sale of personal
information. The privacy control shall require that the consumer affirmatively select
their choice to opt-out and shall not be designed with any pre-selected settings.

(2) If a global privacy control conflicts with a consumer’s existing business-specific
privacy setting or their participation in a business’s financial incentive program, the
business shall respect the global privacy control but mav notify the consumer of the
conflict and give the consumer the choice to confirm the business-specific privacy
setting or participation in the financial incentive program.
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Most Technical: Responding to Requests to Delete

(d) Responding to Requests to Delete

(1) For requests to delete, 1f a business cannot verify the identity of the requestor pursuant
to the regulations set forth in Article 4, the business may deny the request to delete.
The business shall inform the requestor that their identity cannot be verified-and shall
wstead-treat-the request-as-arequestto-opt-eut-otsale. [f the business sells personal
information and the consumer has not already made a request to opt out, the business
shall ask the consumer if they would like to opt out of the sale of their personal
information and shall include either the contents of, or a link to, the notice of right to
opt-out 1n accordance with section 999.306.
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In True Red Carpet Fashion, Mobile Notices Must Arrive “Just-in-Time”

(4)  When a business collects personal information from a consumer’s mobile device for a
purpose that the consumer would not reasonably expect, it shall provide a just-in-time
notice containing a summary of the categories of personal information being collected

and a link to the full notice at collection. For example, if the business offers a
flashlight application and the application collects geolocation information, the
business shall provide a just-in-time notice, such as through a pop-up window when
the consumer opens the application, which contains the information required by this
subsection.
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Employment-Related Information, Featuring (Temporary) Exceptions

(e) A business collecting employment-related information shall comply with the provisions of
section 999.305 except with regard to the following:

(1) The notice at collection of employment-related information does not need to include
the link or web address to the link titled “Do Not Sell My Personal Information” or
“Do Not Sell My Info”.

(2) The notice at collection of employment-related information may include a link to. or
paper copy of, a business’s privacy policies for job applicants, employees, or
contractors in lieu of a link or web address to the business’s privacy policy for
CONSUMers.

(f) Subsection (e) shall become inoperative on January 1, 2021, unless the CCPA 1s amended
otherwise.
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Opt-Out Notices... Shortened?

A business shall include the following in its notice of right to opt-out:

(3) Instructions for any other method by which the consumer may submit their request to

opt-out:.
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“Aman walksintoabar...."
Loyalty Programs: A Dark Comedy Series

busmess oifers a logaltg program Wherebv customers receive a SS-off coupon to their
email address after spending $100 with the business. A consumer submits a request to

(3) Example 3. A grocery store offers a lovalty program whereby consumers receive
coupons and special discounts when thev provide their phone numbers. A consumer

4) Example 4. An online bookseller collects information about consumers. includin

their email addresses. It offers discounts to consumers through browser pop-up
windows while the consumer uses the bookseller’s website. A consumer submits a
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The Good, the Bad, and the Good-Faith Estimate of Consumer Data Value

§ 999.336. Discriminatorv Practices

(a) A financial incentive or a price or service difference is discriminatory, and therefore
prohibited by Civil Code section 1798.125. if the business treats a consumer differently
because the consumer exercised a right conferred by the CCPA or these regulations.

(b) Netwathstandingsubsection{a)yofthisseection—a A business may offer a financial incentive
or price or service difference if it 1s reasonably related to the value of the consumer’s data as
thattermis-definedin-section 999337 [f a business is unable to calculate a good-faith
estimate of the value of the consumer’s data or cannot show that the financial incentive or
price or service difference is reasonably related to the value of the consumer’s data, that
business shall not offer the financial incentive or price or service difference.

(c)__A business’s denial of a consumer’s request to know, request to delete, or request to opt-out
for reasons permitted by the CCPA or these regulations shall not be considered
discriminatory.
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Nightmare “Full House” Feature:
Right to Know or Delete Requires Each Member to Verify

Where a household does not have a password-protected account with a
business, a business shall not comply with a request to know or delete
household personal information unless all of the following are satisfied:

(1) All consumers of the household jointly request access to specific pieces of information
for the household or the deletion of household personal information—and-the-business
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(2) The business individually verifies all the members of the household subject to the
verification requirements set forth in section 999.325: and

(3) The business verifies that each member making the request is currently a member of
the household.

faegre
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Household Requests (With a Password Protected Account)

(b)__Where a consumer has a password-protected account with a business that collects personal
information about a household, the business mayv process requests to know and requests to

delete relating to household information through the business’s existing business practices
and 1n compliance with these regulations.
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Lights, Camera, Verification!

§ 999.323. General Rules Regarding Verification

(d) A business shall not require the consumer to pav a fee for the verification of their request to
know or request to delete. For example, a business may not require a consumer to provide a

notarized affidavit to verifv their identity unless the business compensates the consumer for
the cost of notarization.

§ 999.325. Verification for Non-Accountholders

(f) A business shall deny a request to know specific pieces of personal information if it cannot
verify the identity of the requestor pursuant to these regulations.

§ 999.330. Minors Under 13 Years of Age

(c)__A business shall establish, document, and comply with a reasonable method, in accordance
with the methods set forth in subsection (a)(2), for determining whether a person submitting
a request to know or a request to delete the personal information of a child under the age of
13 1s the parent or guardian of that child.
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Agents with-a-lieense-to-kil who Submit Requests to Know or Delete

(d)_An authorized agent shall implement and maintain reasonable security procedures and

practices to protect the consumer’s information.

(e)__An authorized agent shall not use a consumer’s personal information, or anv information

collected from or about the consumer. for any purpose other than to fulfill the consumer’s

requests, for verification, or for fraud prevention.
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Live in the Matrix?
Only One Method Required for Submitting Requests to Know/Delete

(a) A business that operates exclusively online and has a direct relationship with a consumer
from whom 1t collects personal information shall only be required to provide an email
address for submitting requests to know. All other businesses shall provide two or more
designated methods for submlttmg requests to know mcludmg at a minimum. a toll- free
telephone number—¢
{-h-FB&&h—ﬂ:}%bHSmeSS—S—W%bSE%QHﬁGbﬂ%&BBh&&HGH Other acceDtable methods for
submitting these requests include, but are not limited to, a designated email address. a form
submitted in person, and a form submitted through the mail.
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Thank you
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