
California Consumer Privacy Act 
Overview

The California Consumer Privacy Act of 2018  
(“CCPA” or “the Act”) takes effect on January 1, 2020.

K E Y  D E F I N I T I O N S

Despite its name, the CCPA applies to a broader class of individuals than colloquial understandings of 
“consumers.” The term “consumer” is defined under the Act, in relevant part, as “a natural person who is a 
California resident.” Thus, customers, employees, business contacts, and others are protected individuals 
under the Act.

“Personal Information” is broadly defined under the CCPA and includes a number of enumerated 
categories of personal information. In general, information that can be linked to a person, device, or 
browser will be considered “personal information.”

K E Y  R E Q U I R E M E N T S

The CCPA empowers CA residents with the following six data privacy rights:

1.  To be provided with information on what personal information is collected about them and the 
purposes for which that personal information is used.

2.  To be provided with information on what personal information is sold or disclosed for a business
purpose and to whom.

3.  To opt out of the sale of their personal information to third parties (or in the case of minors under 
age 16, to require an opt in before the sale of their personal information).

4.  To request the deletion of their personal information.

5.  Not to be subject to discrimination for exercising any of the above rights, including  being denied 
goods or services or being charged a different price, or being subjected to a lower level of quality, of
such goods or services.

6.  To seek statutory damages of $100 to $750 for breaches of unencrypted personal information that
arise as a result of a business’ violation of its duty to implement and maintain reasonable security 
procedures.

The CCPA also requires that a business must in its online privacy policy, or in a California-specific privacy 
policy posted on its website, describe CA residents’ rights to request information and list the categories 
of CA residents’ personal information it has in the prior 12 months (i) collected, (ii) sold, and (iii) disclosed 
for business operational purposes.

In addition to describing the right to opt-out in its online privacy policy or California-specific privacy 
policy, a business must include a “clear and conspicuous” link on its homepage to a web page where 
individuals can exercise their opt out rights. The link must be titled “Do Not Sell My Personal Information” 
and must link to a page with the same title.
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IT departments have long maintained inventories of their organization’s technology 
infrastructure – essentially, a map of systems, applications, servers, networks, and other 
components. While this map is necessary for IT management, it does not support the data-
centric viewpoint necessary to support critical information governance activities like 
information protection, e-discovery, data analytics, and retention. The realities of competing 
in a data-driven world and the proliferation of national and global legal and regulatory 
requirements make this data-centric approach more important than ever. 
 

A comprehensive data map contains “data about data” that enables organizations to 
govern and leverage their own information assets. Creating a data map is more challenging 
than ever, as the generational shift in enterprise IT currently underway is radically changing 
not only the way employees create data, but where and how that data is stored. 
Organizations are rapidly adopting mobile and cloud-based tools that create more diverse 
forms of data than ever before; stored in more places than ever before; under more complex 
management and control arrangements than ever before. This evolution makes the creation 
and maintenance of the enterprise data map more important than ever.   
 
Although the specific drivers for each organization are different and evolve over time, three 
critical data mapping needs include: 
 

I. Electronic Discovery.  At the outset of litigation, parties are under a duty to identify 
all potentially responsive sources of data and to take reasonable steps to preserve 
and produce this information. This requirement is difficult to meet without a good 
data map, and the consequences of failure include fines, sanctions, and negative 
case outcomes. 

II. Privacy Requirements. Organizations quite simply cannot comply with privacy laws 
like the EU General Data Protection Regulation (GDPR) and the newly enacted 
California Consumer Privacy Act that require organizations to have a comprehensive, 
accurate, and up-to-date view of the private data they hold, and to implement 
controls to adequately protect and govern that information. The consequences of 
failure in this area can be extreme – in the case of GDPR, up to 20 million euros or 
4% of annual revenue, whichever is higher – to say nothing of the reputational costs. 

III. Cybersecurity.  To properly protect valuable information assets, organizations must 
have a comprehensive understanding of the value of their data, its logical and 
physical location, access control requirements, and a myriad of other critical data 
points that drive where and how cybersecurity resources are deployed. A data map 
is essential to cybersecurity.  
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Tritura offers a full range of services related to data maps, from the ground-up creation of a 
new enterprise data map to providing high-level current state assessments. We tailor our 
approach to the needs, size, and complexity of our clients, while offering: 
 

 Insight. Comprehensive insight into all sources of data within an organization through 
the use of analytical software and custodian interviews. 

 Analysis and Reporting. A sophisticated data map inventory in client-preferred 
formats, using data visualization techniques, spreadsheets, and other narrative 
formats. 

 Compliance Implementation. A full range of privacy and cybersecurity compliance 
services designed to help clients leverage their data map investment by achieving 
compliance.  

 Data Remediation. A suite of services enabling clients to fully remediate data based 
on insights gained through the data mapping process. 

 

Contact our team to discuss your data mapping questions and needs with our experts.   
 
 

 

Bennett B. Borden 

 

Jay Brudz 
Chair Chair 
(202) 230-5654 (202) 230-5195 
Bennett.Borden@dbr.com Jay.Brudz@dbr.com 
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Status of CCPA
 Operative January 1, 2020 (reminder: GDPR became effective May 25, 2018)

 California’s Attorney General has up to six months (July 2, 2020) after that to publish 
implementing regulations. 

- Regulations may: change what is considered personal information; establish 
exceptions required to comply with federal or state law; create procedures for how 
entities handle consumer opt-out requests, etc.

- Draft regulations expected Fall 2019

 The AG may not bring an enforcement action until six months after the rules are 
published or July 1, 2020-whichever is sooner



4 | The Critical Role of Data Mapping in CCPA Readiness and Compliance

Despite What You May Have Heard, it is Not:
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Who is Affected by CCPA
 Any entity doing business in the State of California with at least one of these 

characteristics:

- Annual gross revenue over $25M

- In the business of buying or selling the personal information of 50K or more 
consumers, households, or devices

- Derives at least half their revenue form selling personal information



CCPA Key Provisions and Definitions 
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 Consumer: a natural person 
who is a California resident.” 
Thus, customers, 
employees, business 
contacts, and others are 
protected individuals under 
the Act. 

 Personal Information:  
information that can be 
linked to a person, device, or 
browser will be considered 
“personal information.” 

1. To be provided with information on what personal information is collected 
about them and the purposes for which that personal information is used. 

2. To be provided with information on what personal information is sold or 
disclosed for a business purpose and to whom. 

3. To opt out of the sale of their personal information to third parties (or in the 
case of minors under age 16, to require an opt in before the sale of their 
personal information). 

4. To request the deletion of their personal information. 
5. Not to be subject to discrimination for exercising any of the above rights, 

including being denied goods or services or being charged a different 
price, or being subjected to a lower level of quality, of such goods or 
services. 

6. To seek statutory damages of $100 to $750 for breaches of unencrypted 
personal information that arise as a result of a business’ violation of its 
duty to implement and maintain reasonable security procedures. 



Why Do We Need a Map? Supporting 6 Key CCPA Requirements
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1. To provide consumers with information on what 
personal information is collected about them 
and the purposes for which that personal 
information is used. 

2. To provide consumers with information on what 
personal information is sold or disclosed for a 
business purpose and to whom. 

3. As a foundation for a process enabling 
consumers to opt out of the sale of their 
personal information to third parties (or in the 
case of minors under age 16, to require an opt 
in before the sale of their personal information). 

4. To respond effectively to consumers requesting 
the deletion of their personal information. 

5. To ensure that consumers are not to be subject 
to discrimination for exercising any of the above 
rights, including being denied goods or services 
or being charged a different price, or being 
subjected to a lower level of quality, of such 
goods or services. 

6. To prevent and defend against consumers 
seeking  statutory damages of $100 to $750 for 
breaches of unencrypted personal information 
that arise as a result of violating our duty to 
implement and maintain reasonable security 
procedures. 



The Map
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CCPA Data Mapping
 CCPA (unlike e.g., GDPR) does not explicitly contain a data mapping requirement

 However, it is clear that it will be difficult - if not impossible - to comply with CCPA 
without one

 It is unlikely that your existing data maps (or system inventories, privacy registers, IT 
asset logs, e-discovery “litigation likely” maps, records retention inventories, etc.) will 
serve this purpose well (although of these are useful sources of insight).

 A key difference in focus for CCPA vs. other drivers of data maps is a focus on data 
flows, i.e., a relationship map



 For Example

- CCPA contains the concept of a 
“household” whereas GDPR does not.

- CCPA’s definition of personal 
information is broader than most prior 
definitions in US law.

- CCPA exclused PI that is already 
governed by privacy law (e.g., GLB, 
HIPAA), so those exclusions must be 
catalogued and tailored to CCPA.

Can You Rely on Prior Data Mapping Work?
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 Any of your baseline methodologies 
and systems used for data mapping –
regardless of the reason - will have 
some utility.

 However, there are some key 
differences and unique challenges to 
be aware of (and likely will be more 
when the implementing regulations are 
published Fall 2019)



Leveraging GDPR Compliance Efforts
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 Data Privacy Impact Assessments

 Privacy Information Data Inventory

 Supplier Assessment Procedures

 Private Data Legitimate Interest 
Procedures

 Procedures for International Transfers 
of Personal Data

 Personal Data Collection and 
Processing Assessments

 Supplier Data Process Agreements

 Vendor Security Evaluation Procedure

 Process Contract Review Procedure

 Data Flow Registry

 Personal Data Breach Register

 Security Incident Response Plan
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Entries on the Data Map
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 The Country (The Organization). First and foremost any map define 
its borders. Your data map border is your organization, but you may 
need to be more precise - i.e., what parts of the organization (e.g., by 
geography, line of business, function etc.) does your map include? 

 States/Provinces (Departments). Your country is organized into 
several states. Your states are the departments, business units, and 
other groupings of people and processes that engage in identifiable 
and distinct activities with PI.

 Cities (Information Systems). There are cities across your country 
that your states rely upon to collect, access, process, and transfer PI. 
These may be shared by multiple States and thus be located 
in/managed by your Capital City (e.g., messaging, collaboration), or 
may only be controlled or used by only a single state (e.g., financial 
systems).

 Local Government (Responsible Parties). At the state, city, and 
other levels of your country, you have delegated authority for how the 
cities are run, how natural resources are exploited and transported. 
The people in charge across the country must be noted on your map. 

 Roads and Rivers (Data Flows). Your natural resources flow across 
your country using a complex and ever-changing network of 
transportation pathways and methods. These must be on your map.

 Natural Resources (Data). Your country buys, sells, stores, 
transports, and processes natural resources, i.e., your data across the 
country. Your map has to record where those resources originate from 
and where they are stored. Not all natural resources have the same 
value or risk.

 Uranium (Private Data). Your country also buys, sells, processes, 
stores, and transports a particular kind of natural resource that is very 
valuable and a critical component of national growth and prosperity -
but one that has risks, must be handled properly, and is subject to 
multiple restrictions and requirements that must be followed. 

 International Partners. Your country does business with multiple 
entities outside your borders. Sometimes you sell them natural 
resources, including uranium, sometimes you buy it, and sometimes 
you share it. 
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How Else Can You Use Your Data Map?
 Information Governance

 E-Discovery

 Information Security

 Breach notification

- Contractual obligations

- Consumer notification



Where do we start?
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)

 Gather documents

 Org Chart

 Vendor contracts

 Key Personnel

 Pre-kickoff with core team

 Change Management Principles

 Executive Champion

 Stakeholders

 Business 

 IT

 IG

 Legal

Kickoff
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Interviews
 Group by business / 

function

 Include IT liaison if 
possible

 Choose seniority carefully
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Interview Methodology
 Inverted Pyramid

 Interlocutor and Amanuensis

 Be Fearless

 Allow buffer time between interviews
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)

Iterate
 Pay attention to keywords

- System names

- Acronyms

- Names of documents

- Things That Sound Capitalized!

 Rinse, repeat
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)

End Product: Can Take Various Forms, e.g.
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Version 
Control

Too much 
detail

Too little 
detail

No end in 
sightPITFALLS!!
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“Another flaw in the human character is that everybody wants to build 
and nobody wants to do maintenance.” 

― Kurt Vonnegut, Hocus Pocus



Maintenance & Governance
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Corporate Governance: Who is in Charge?
 CISO vs. CPO

- The role of the CISO and the CPO differ in reporting structure, scope, and authority.

 CPO

- The CPO is responsible for the vision, strategy, and program regarding use of personal information. 

- CPO often reports to either a general counsel, chief compliance officer and may have a dotted line to a board 
of directors.

 CISO

- The CISO is responsible for the vision, strategy, and program to ensure protection of information assets, and 
technologies. 

- CISO may report to either the chief technology officer, chief information officer (CIO), and may also have a 
dotted line to the board.



Separate and Overlapping Governance Domains
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CPO
 External privacy policy

 Internal privacy policies 

 Data classification 
procedures

 DPIA/Privacy Register

 Data subject access 
request procedures

 Privacy notices

 Etc.

CISO

 Information protection policy

 Security standards and 
requirements;

 Data Loss Prevention;

 Device/system inventories 
and risk classification

 Perimeter security

 Access control

 Etc.

BOTH
 Vendor evaluation and 

management

 Data breach and incident 
response

 Data sensitivity 
classification and 
management

 Employee training and 
compliance

 Etc.
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Current State
 43 percent of privacy leaders are located in legal and 61 percent handled other 

domains aside from privacy
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