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The SEC Drives  
Expanded Disclosure 
Requirements and  
Boardroom Change

The SEC recently pro-
posed new disclosure 
rules for climate-relat-

ed and cybersecurity issues. 
These proposals reflect an 
expansion not only of the 
disclosure obligations of pub-
lic companies but also of the 
SEC’s involvement in the in-
ternal corporate governance 
of public companies. In part, 
the rules would require public 
companies to disclose the rel-
evant expertise of their direc-
tors, as well as the board’s role 
in oversight of these specific 
areas. While couched in terms 
of disclosure, the purpose of 

these proposed rules is to drive 
(by mandating disclosure of 
their actions or failures to act) 
public companies and their 
boards to actively account for 
climate-related and cybersecu-
rity risks. The rationale for the 
proposed rules is that public 
investors are seeking this in-
formation and that disclosure 
of cybersecurity risks and 
climate-related information 
can have a material impact 
on public companies’ finan-
cial performance or position. 
It also supposes that such in-
formation may be material to 
investors making investment 

or voting decisions. In any 
event, both sets of proposed 
rules will increase the cost and 
complexity of public reporting 
and help feed an army of law-
yers and consulting “experts.”

While the proposed rules 
may be modified before being 
finalized, most observers ex-
pect that, when adopted, they 
will include provisions appli-
cable to boards that are sim-
ilar to those in the proposals. 
For this reason, boards should 
begin to prepare for their pos-
sible adoption.

In its proposing release 
on cybersecurity risk man-
agement, the SEC set forth 
specific disclosure require-
ments about board and man-
agement expertise and about 
the board’s approach to cy-

bersecurity risk management 
policies. In the climate-risk 
rule proposal (more than 500 
pages long), the SEC laid out 
an even more expansive set 
of disclosure and corporate 
governance requirements. 
These proposed rules would 
impose extensive, prescrip-
tive and complex disclosure 
requirements on public com-
panies to provide quantitative 
and qualitative information 
about climate-related risks, 
greenhouse gas emissions and 
climate-related financial mea-
sures. They also would require 
disclosure about the resilience 
of their business strategies in 
light of potential future chang-
es in climate-related risks and 
descriptions of the analyti-
cal tools, including scenario 
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analysis, that the company 
uses to assess the impact of 
climate-related risk. 

In addition to the time and 
expense that the proposed 
disclosure requirements will 
require, the proposed rules 
also impose specific and new 
requirements onto corporate 
boards. Dictating board pro-
cesses is an unusual expansion 
of federal securities regulations 
into state corporation law, but 
boards should take steps so 
they will be prepared to re-
spond when these new rules 
become effective.   

Boards will need to identify 
directors and board commit-
tees that should have respon-
sibility for the oversight of 
climate-related and cyberse-
curity risks. Boards will then 

need to describe the process 
and frequency by which they 
become informed about these 
risks. Companies will also be 
required to disclose whether 
they have specific manage-
ment positions responsible for 
overseeing these risks, such as 
a chief information security 
officer or a chief sustainability 
officer for cybersecurity and 
climate risks, respectively. If 
there is such a specific position 
or committee, the company 
will need to disclose how this 
person or committee reports to 
the board. In addition, similar 
to what the SEC has previous-
ly done for audit committees, 
companies will be required to 
identify whether any involved 
directors have expertise in as-
sessing these issues. Boards 
should provide supporting in-
formation to fully describe the 
nature of the expertise. 

The climate-related risk 
proposal will require boards 
to disclose their processes 
for how, and how frequently, 
they discuss climate-related 
risks; how the board consid-
ers climate-related risks as part 
of its evaluation of business 
strategy, risk management and 
financial oversight; and how 
the board sets and oversees 
progress against climate-relat-
ed targets or goals, including 
interim targets or goals. In the 
case of these risks, boards will 
be asked to explain not only 
what climate-related risks are 
material to the company, but 
also how they decide whether 
to mitigate, accept or adapt to 

particular climate-related risks. 
In preparing for this, boards 

should note that the combined 
effect of the SEC proposals 
may be that boards are increas-
ingly composed of directors 
with the specific expertise de-

sired by the government, rather 
than an emphasis on wisdom, 
general business experience or 
acumen. Boards should con-
sider how best to implement 
these requirements and how 
they might impact the way their 
board is constituted and how it 
functions. As boards consider 
how best to comply, they could 
initiate searches for cybersecu-
rity and environmental experts, 
who will likely be in demand 
under the new regime. Boards 
could also try to enhance the 
knowledge of existing directors 
through training. Some boards 
may choose instead not to seek 
these specific technical skills, 
but to engage third-party ex-
perts who can assist the board 
in its oversight responsibilities.  

Boards should also deter-
mine how to adjust their over-
sight responsibilities to accom-
modate the new mandates. 
They must consider whether 
additional meetings may be 
necessary (and, if so, how 
many) to do this work in an 

already crowded board calen-
dar. Directors should consider 
creating specific management 
positions to assist them in for-
malizing climate and cyber risk 
analysis as part of the compa-
ny’s overall business strategy.

The SEC’s proposed rules 
may certainly change before 
adoption, and may likely be 
challenged in court, but the im-
petus behind these proposals is 
real. Investors, both individual 
and institutional, have demon-
strated significant and sustained 
interest in climate change, 
cybersecur it y  and other 
ESG-related issues. Although 
the proposals are framed as 
disclosure requirements, they 
are designed to impact corpo-
rate behavior, including that of 
board members. Boards and 
their advisors should plan now 
for how best to respond to the 
proposed rules and, in the case 
of the climate-related rules, 
to the broader social forces 
driving them.  ■
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Dictating board processes is an unusual 
expansion of federal securities regulations  
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® Reprinted from Directors & Boards, Annual Report 2022
© MLR Media • 1845 Walnut Street, Suite 900 • Philadelphia, PA 19103-4710 • (215) 567-3200 • www.directorsandboards.com


